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Uncrpykuust

NOJIb30BaTC/IA HH(l)OpMaIIl/lOHHOﬁ CUCTEMBI MEPCOHAJBHBIX JAHHBIX



e OO0OwMe MoJI0KEeHU

Hacrostiast HNucTpykuust yCTaHaBIMBAET 00s13aHHOCTH I10JIb30BATEIS
MH(POPMALIMOHHOM CHCTEMBI IePCOHANBHBIX JaHHBIX (manee - UCIIJIH) B MBJIOY
n/c Nel6 «MBymika» (nanee - JIOY) no obecnieyenuo 6e30macHOCTH 06pabaThIBAEMbBIX
B HEH MEPCOHANIbHBIX JJaHHBIX, 3aIlpeThl Ha JeucTBus rnosb3oBazrens B UCIT/IH, a Takxke
€ro rnpaBa U OTBETCTBEHHOCTb. ;

Hoctyn monesosatens k WCII[IH ocyiiecTBiseTcsi B COOTBETCTBHH C IEPEYHEM
COTPYIHUKOB, JIOITYyIIIEHHBIX K 00pabOoTKe MepCOHATbHBIX JaHHBIX.

[TpuBuiiernu goctyna monb30BaTells K aBTOMaTH3MPOBAaHHOMY paboueMy MecTy (nanee
— APM) Ha3Ha4aroTCs B COOTBETCTBUM ¢ MaTpwiieit nmpas gocryna B UCIT/IH.

KonTposb 3a BeINoIHEHHEM Hacrtosiei MHCTpyKIMy Bo3araercs Ha OTBETCTBEHHOI'O
3a obecriedeHre 6e30MacHOCTH MEPCOHANBHBIX TAHHBIX.

Kaxnpii  corpynuuk nozapaszgenenust JIOY, yuyacTByomui B paMKax CBOMX
(QyHKIMOHATBHBIX 00sf3aHHOCTEH B Ipolleccax aBTOMATH3UPOBAHHOW 06paboTKH
uHGOPMAalMKM M UMEIOIIMI JOCTYyNl K allapaTHbIM CpPeACTBaM, MPOrPAMMHOMY
OOecIleYeHHI0 M JIaHHBIM (B JalibHEMIleM HMEHYeMbId I0J530BaTeNb), HECET
[IEPCOHAIbHYIO OTBETCTBEHHOCTD 3a CBOM AE€UCTBUS IpU paboTe ¢ HHPOPMAIHOHHBIMU
pecypcamu UCIT/IH.

e Oo6s3annoctu noJgb3oBatesss UCIIIn

[Tonp3oBaTens 00s13aH:

e Ilpu pabore ¢ JOKyMeHTaMH, COIEp)KAIMMH II€PCOHANbHBIE  JaHHEIE,
PYKOBOJICTBOBAThCs TPEOOBAHUAMHU OPraHU3ALMOHHO-PACTIOPSTUTEIBHBIX JOKYMEHTOB
WCIIn. Crtporo cobironaTh yCTaHOBJIEHHbBIE IpaBHia oOecreueHHs 6e30MacHOCTH

HNEPCOHAIBHBIX NaHHBIX ITPH pa60Te C IIPpOrpaMMHBIMHA U TEXHUYCCKUMH CPEACTBAMH
NCITI/n. )

e Hcnons3osare MCIT/IH 1711 BBIMOMHEHUs CITy)KeOHBIX 3a7a4 B COOTBETCTBHH C
JIOJDKHOCTHOW MHCTPYKIIUEH.

e lcnons3osate mia noctyna k UCIT/IH coOCTBEHHYIO YHHKAIBHYIO YUETHYIO 3aITUCh
(JIOTHH) U TIapOJib.

e Xpauuth B TaiiHe mapoiu u PIN-konbi, oOecrieunBaTh (GU3HUECKYIO COXPaHHOCTH
Kiiro4yeBoro Hocurens gocryna k MCIT/H.

e He pomyckare npu pabore ¢ HCII[lH mpocMOTp NOCTOPOHHHUMH JIUIAMU
IIEPCOHAJIBHBIX JaHHBIX, OTOOpaXkaeMbIx Ha auctuiee APM.

e biokupoBath oKkpaH jucruies APM maponbHOW 3acTaBKOM IpU  OCTaBIICHUH
paboyero mecra.

e [lo Bcem Bompocam, CBsI3aHHBIM ¢ o0ecliedeHreM 3alllUThl IePCOHAIBHBIX JaHHBIX,
coJiepxaluxcs B 0a3ax MaHHBIX, U paboTe CO CpeAcTBaMU 3aIlUThl MH(POpPMAIUH,
Bo3HuKaommmu 1pu  pabore B MCII/IH, oOpamarscss K aAMHUHUCTPATOPY
MH()OPMALMOHHOM 0€3011aCHOCTH.

e Hemeienno npekpamars 00pabOTKy TIepCOHAIbHBIX MJaHHBIX W CTaBUTh B
M3BECTHOCTh aJMMHHMCTpaTopa HHGOPMAIMOHHOW O€30MacHOCTH IpU IOA03PEHUU
KOMIIPOMETAllUK Naposis, a TaKkkKe Mpu 0OHAPYIKEHUU:

- HapyUIEeHWM LEJIOCTHOCTH IIoMO, Hakieek Ha [IOBM (mepcoHanbHbIE 3JIEKTPOHHO-
BBIYMCJIMTE/IbHbIE MAILKHBI), IPU HAJTUYUK TaKOBBIX, HJIM HHBIX (PAaKTOB COBEPILEHUS B
€ro OTCYTCTBHE ITONBITOK HecaHKuoHupoBanHoro goctymna (HC/);



CPEJCTB AFIVI;

- OTKJIOHEHHM B HOpPMAaJIbHOHM paboTe CHUCTEMHBIX W IPHUKIAIHBIX IPOrpaMMHBIX CPEICTB,
3aTpydHAIOIMX ~ OKcIulyaTammio APM, BeIXoga M3 CTPOS WM HEYCTOHYMBOIO
byukuroHupoBanus APM;

- HerpeyCMOTPeHHBIX KoH(uryparmeir APM oTBosoB kabenel 1 MOAKIIOYEHHBIX YCTPOHCTB.

e Hememnenno wuH(GOPMHMpOBATH OTBETCTBEHHOrOo 3a  obecrnedyeHne 0€30MaCHOCTH
MIepCOHANBHBIX JaHHBIX mpu ux obpaborke B MCII/IH B cioydae OOHapyXeHHs IIOMBITOK
HecaHKIoHupoBanHoro pocrtyna k UCIT/IH. .

e HewmennenHo uH()OPMUPOBATH COTPYIHUKOB, OCYIIECTBIISIOIIUX ceTeBoe
aqmuauctpuposanre JIOY, mpu NOSBIEHHH COOOIIEHHH OT IMPOrpaMMHOIO ObOecredeHus
AHTUBHMPYCHOM 3alUTBl O BO3MOXXHOM BHpPYCHOM 3apaxeHuu APM wiM BO3HMKHOBEHHH
HeucnpaBHocTe# (c6oeB) B paboTe cepBUCOB M HHPOPMAIMOHHBIX pecypcoB JIOVY.

o JleiicTBus, 3anpemieHHbIe noJib3oBaTeaio UCIIIn

ITons3oBarento UCIT/{x 3anperaercs:

e IlpemocTaBiaTh JOCTYIl K MH(OpMAaLUH, COAEpIKAIed NMepcoHaIbHbIE JaHHbBIE, JIMIAM, He
JOITYIIEHHBIM K UX 00paboTke.

e 3anuCHIBaTh IIAPOJIH HA JIFOObIE HOCUTENH, B TOM YHcCiie OyMaXKHBbIE.

e Coobmiars (WK nepegaBaTh) IOCTOPOHHUM JMLAM JTHIHbIE KIFOYH WK aTpuOyThl 1OCTyNa
K pecypcam UCIT/IH.

e [IpuBiekaTs MOCTOPOHHUX JIUII JUIS IPOM3BOACTBAa PEMOHTAa MU HacTpoiiku APM, 6e3
COIIACOBaHMS C OTBETCTBEHHEIM 3a 00ecIieueHre 3alUThl IePCOHAIBHBIX JaHHBIX.

e PaboraTh ¢ NEPCOHAIBHBIMU AaHHBIMHA B MPUCYTCTBHU ITOCTOPOHHMX (HE MOINYLIEHHBIX K
JNaHHOW WHGOPMAIIMH) JIHII.

e CaMOCTOSITEIBHO U3MEHATh KOH(PHUIypauuio annapaTHo-nporpaMMmubix cpeacts MCIIT/H.

e OCyIIECTBIATh JEHCTBUS MO IPEOJOJCHUIO YCTAHOBJIEHHBIX OTPaHHYEHHH Ha JOCTYI K
NCIIdH.

e OTK/IIOYATh WIK U3MEHATh KOHQUTyparuio cpeacTB 3amuThl nHpopmarmu MCIT/IH.

e VYcranasnuBath Ha APM mnporpamMMHOe obecriedueHHe, He CBA3aHHOE C HCIIOJIHEHHEM
CITy)KeOHBIX 00sI3aHHOCTEH.

e IIpasa moaw3oBatens UCIIAn

[Tonp3oBarens UCITH umeer npaBo:

e Tlomyuars momoius o BompocaMm skcmuryaranuu MICII[IH OT OTBETCTBEHHOTO 3a CHCTEMY
3amuThl nHGopmarmu (nanee - C3W) WUCIIIx.

e OG6paraTbcsi K COTPyJAHUKAM, OCYIIECTBIIIOIMM CETeBOC aJIMHHHUCTPHUPOBAHHE A0V, no
Borpocam noocHameHuss APM TeXHHYECKMMH U POrPaMMHBIMU CPEJICTBAMH, HE BXOASIIUMH
B wrTatHylo kKoHpurypamuio APM u MCIIJIH, HeoOXOauMbIMK [IUIs aBTOMaTH3alUK
JIESTENBHOCTH B COOTBETCTBHH C BO3JIOXKEHHBIMU Ha HETO JIOIDKHOCTHBIMM O0S3aHHOCTSIMH.

o IlojaBaTs COTPYJHMKAM, OCYIIECTBISIOIMM ceTeBoe aamuHucTpuposanne JIOVY,
Mpe UToXKEHHs 110 CoBepIIeHCTBOBaHMIO QpyHkuronuposanust ICII/IH.

e OtBercrBennocTs noab3oarens UCII/In
ITonbs3oBarens VICIT/IH HECET OTBETCTBEHHOCTS 34!

e Obecneuenre 6e30MaCHOCTH EPCOHATBHBIX HaHHbIX mpy ux obpaborke B MCIT/H.
e Hapymenve paboTOCIIOCOOHOCTH UM BBIBOJ U3 CTPOSI CUCTEMBI 3aILUThI NCII/n.
o IlpenHaMepeHHbIE IeHCTBHSA, MOBIEKIIME MOJU(DHUKALIHIO HIIM YHAITOXEHHE [IEPCOHATBHBIX

-~



JAHHBIX B YICL1/IH, ¥ HECAHKLIMOHUPOBAHHBIM JOCTYII K IIEPCOHAJIHBIM JIaHHBIM B KILL1/1H.
e PasrjanieHue nepcoHaNbHBIX JaHHBIX.
e [lonp3oBaTenb, HMeEIOIMH pacumpeHHble mpaBa «OIBITHBIM — IOJNB30BAaTENb)  MIIU
«AJIMHHHCTPATOP», HECET OTBETCTBEHHOCTD 33 KOPPEKTHOE (yHKIMOHUPOBAHUE TIPUKIIA/IHOTO
nporpammuoro obecneuenus UCIT/IH.
e 3a HapymeHue Hacrosimed MHCTPyKIMM K IOJB30BAaTENI0O MOTYT IPUMEHATHECS MEpHI
JUCLMTUTMHAPHOTO BO3IEHCTBHSI. ‘

e IlpaBuia paGoThbl B HHPOPMALHOHHO-TETEKOMMYHHKAIHOHHBIX CETSIX

MeKIYHapOAHOro HHGOPMaMOHHOr0 00OMeHa

e Pabora B  HHGOPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIX  CETAX  MEXIyHapOIHOIO
nHpopMaLMoHHOro oOmMeHa - cetu MHTepHet u npyrux (nanee — Cets) Ha snemenTtax UCIT/In
JI0JKHA TIPOBOAUTECS TOJIBKO IPU CITy>KeOHOM He0OXOAMMOCTH.

e [Ipu pabote B CeTn 3anperiaercs:

- OCYIIECTBJIATH PabOTy IPU OTKIIIOYEHHBIX CPECTBAaX 3alIUTHl (AHTUBUPYCHBIX U JPYTHX);

- nepeasath 1o CeTH 3aIiuInaeMyro HHGopManuio 6e3 UCIIOIB30BaHMs CPEACTB KU(POBAHUS,
- ckauuBath 13 CeTd mporpaMMHOe obecriedeHre 1 qpyrue Gaiiibl B HECIy>KeOHbIX LEIsX;

- mocemarb CaWThl COMHHUTENbHOM pemyTanuu (CaiThl, CoJAepXallyue HeJeraabHO
pacripoctpansieMoe InporpamMmHoe obecneuenue (I10), caliTel 3HaKOMCTB, OHJIAWH HIPHI U

JIpyrue).

e JIlepeyeHb HOPpMATHBHBIX JOKYMEHTOB,
MCIO0JIb30BAHHBIX MPH pa3padoTke JAHHOTO NOPSAAKA.

7.1. PersiaMeHT 110 MTPOBEAEHUIO KOHTPOJIBHBIX MEPOIIPUSATHHA M pearipOBaHMIO HA WHIUIEHTE
nHpopmaronHoi Oe3onacHocTH (MHCTpyKiMs IONB30BaTels Ha Cilydaidl BO3HHUKHOBEHHS
BHEILTATHBIX CUTYaIUH).

7.2. IHCTpYyKIHs afMAHECTpaTopa HHHOPMAIMOHHOM 6€30I1aCHOCTH.

7.3. PaspemmTenbHas CHCTEMa AOCTYNA K MEPCOHAIBHBIM JaHHBIM, COZiepXamuMmes B Oasax
naxubix MCITIH.

7.4. MHCTPYKIWS IO MCIIONB30BAHMUIO MAPOJIEH.

7.5. TlopsoK pe3epBUPOBAHUS U BOCCTAHOBJIEHHUS PabOTOCIIOCOOHOCTH TeXHUIECKUX CPEJICTB
(TC) u nporpammuoro obecniedenus (I10), 6a3 naHHBIX ¥ CHCTEMBI 3aIUTHI uHbOopMaLUU
(C31).

JIueT 03HAKOMJIEHHU S
¢ HHCTPYKIHeH noJ1b30BaTelIsl M0 00ecneyennio 6e30nacHOCTH MepPCOHAILHBIX JaHHBIX
npu ux obpadorke
. B HH(OPMANHOHHOI cHCTeMe NepCOHANbHBIX JaHHBIX
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